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I. MepbI 6€301acHOr0 UCMOJIbL30BAHMS MJIATEKHBIX KAPT

CoOmronenne pexomenaauui, B IlamsaTke, MO3BOAMT 00ECHEUUTh MAKCUMAJIBHYIO COXPAaHHOCTh
IIJIATEKHOW KapThl, ee peKBU3UTOB, [IMH u npyrux naHHBIX, a TaKKe CHU3UT BO3MOYKHBIE PUCKH IIPU
COBEPILIECHUH OTIEPAINA C HCIIOJIb30BAaHUEM IUIATE)KHOM KapThl B OaHKOMare, pu Oe3HATMYHOHN OruIaTe
TOBapoOB U YCIIyT, B TOM 4HCIIe Yepe3 ceTb IHTepHeT.

O0mme pekoMeH AU

1. O6s3arenbHO coobmalTe B 0aHK 00 M3MEHEHUH Balero TeinedoHa U IPYyrux KOHTAKTHBIX JaHHBIX.
Ecnu y coTpynHukoB 6aHka OyayT ycTapeBIlHe JaHHbIe, OHU HE CMOTYT OIIEPATUBHO CBSA3AThCS C BAMU
JUIE  YTOYHEHUS WHQPOPMALMU B Ciy4yae MPOBEICHHS IOJ03PUTEIBHBIX OIEpalii WIH TpU
BO3HUKHOBEHUU CIIOPHBIX CHTYAIIH.

2. Bama kaprta — 3TO JOCTYIl K BalllUM JI€HbIaM, [O3TOMY OOpaliaiiTecb ¢ HEW Tak, KaKk Bbl Obl
MOCTYIWIN C HAIMYHBIMU. XPaHUTE KapTy B HEJAOCTYIIHOM JJIsl APYTUX MECTE U HE OCTaBIISIMTE €€ TaMm,
rJie MIOCTOPOHHHE MOTYT CKOIIMPOBAaTh HOMEP KapThl U 0Opa3el] Ballei MoAmUCH.

3. Hukorma He cooOmaiite IIMH TtperbuM nwiam, B TOM YHCIE POICTBEHHHUKAM, 3HAKOMBIM,
COTpyQHUKaM OaHKa, KaccupaMm M JUI[aM, [IOMOTAlOIIMM BaM B HCIOJIb30BAHHMH IIJIATEKHOM KapThl.
OTBETCTBEHHOCTD 32 BCE COBEPILICHHBIE IO CUETY OINEpalliy HECeTe BbI KaK BiIa/IeTel] KapThI.

4. IIMH HeoOXoIMMO 3allOMHUTBH, @ B CIIy4ae €CJIM 3TO SIBISETCA 3aTPyJHUTEIIbHBIM, XPaHUTh €ro
OTJENbHO OT IJIATEKHOM KapThl B HESIBHOM BMJIE€ M HEIOCTYIIHOM JUIsl TPETHUX JIUL, B TOM 4YHCIIE
POJCTBEHHUKOB, MECTE.

5. Hukorga umu IIpU KaKHuXx 00CTOATENLCTBAX HE nepeﬂaBaﬁTe IUIATCXKHYIO KapTy HJISI UCIIO0JIb30BAHUA
TPCTbUM JIMIIAM, B TOM YUCJIC pOACTBCHHHUKAM. Ecau na nnarexHou KapTC HAaHCCCHBI q)aMI/IJ'II/IH Hu UM
(1)I/ISI/I‘-I€CKOFO JM1a, TO TOJIBKO 3TO (1)I/ISI/I‘~ICCKO€ JIMIIO UMCCT IMPaBO UCIIOJIB30BATh IJIATCKHYIO KapTy.

6. Ilpu mnomydyeHWH TUIaTEXKHOW KapThl pAcCIUIIUTECh HAa €€ OOOpPOTHON CTOpPOHE B MecCTe,
Npe€aAHa3HAUYCHHOM [JIA MOAIHNCH JACPIKATCIIA MIaTEKHON KapThbl. OTO CHHU3UT PUCK HCIIOJB30BaAHUA
IUTaTEXHOM KapThl O6e3 Barero cornacus B ciaydae ee yTpaThl.

7. ByabpTe BHUMATEIbHBI K YCIOBUSM XPAaHEHUS U UCIIOJIb30BaHUS IUIATEXHON KapTel. He moasepraiite
IUIATEKHYIO KapTy MEXaHMYECKHM, TEMIEPATypHBIM U 3JIEKTPOMAarHUTHBIM BO3JECHCTBUSAM, a TAKKe
n3beraiite momajgaHus Ha Hee Biardu. IlnarexHyro KapTy HeEIb3s XPaHUTh PAJOM C MOOMIIBHBIM
[Tpunoxxenue 4 teaegoHom, OBITOBOIN U 0PUCHONW TEXHUKOH.

8. Tenedponst AO banka «PazButue-Cronuna» u OaHKa-mapTHEpa yKa3aHbl Ha 0OOOPOTHON CTOPOHE
MJIaTeKHOU KapThl. Takke HE0OXOAMMO Bceraa UMETh mpu cebe TenedoH KPYyrIoCyTOUYHON CITy>KObI
MOAJEPKKU KIMEHTOB U HOMEp IUIaTeKHOW KapThl Ha APYTUX HOCUTENSIX MH(OPMALMU: B 3aIIUCHON
KHI)KKE, MOOMJIBHOM Tene(oHe W/HUIU JPYTuX HOCUTENSAX MH(GOpPMallMu, HO HE PSJIOM C 3alHUChI0 O
[INH. Ilpu 3TOM peKoMeHAyeTCs] HOMEp IJIATeKHOM KapThl XpaHUTh (YKa3bIBaTh) TaKHUM 00pa3oM,
YTOOBI MPU €ro OOHAPYKEHUH TPETHUMU JIMIIaMH HEBO3MOKHO OBLIO ClIeNaTh MPEINOI0KEHUE O TOM,
YTO 3TO HOMEP IIATEKHON KapThl.

9. C uenpio npeaoTBpalleHUs] HEPABOMEPHBIX JIECHCTBUMN MO CHATHIO BCEM CyMMBI IEHEKHBIX CPEACTB
¢ 6aHKOBCKOT'0 CUETa 11€J1eCO00Pa3HO YyCTAaHOBUTh CYTOYHBIN JTUMHUT HAa CyMMY OIEpalliii MO MIaTeXHON
KapTe U OAHOBPEMEHHO MOJKIIOUUTH YCiyry SMS-undopmupoBanus.



10. TIpu momydennn mpocbObI, B TOM YHCIIe CO CTOPOHBI coTpyanuka AO bank “Pazsutue-Cronmimay,
COOOIINTH TIEPCOHANbHBIC AaHHBIE WM MH(POpMAIUIO O maTexkHoi kapre (B ToM uucie [IMH) ne
coobmraiite ux. IlepesBonutre B AO bank «Pa3Butue-Cronuua» wim OaHK-apTHEp 1o TenedoHam,
yKa3aHHBIM Ha 000POTHOW CTOPOHE MJIATEXKHOM KapThl, U COOOIIUTE O TaHHOM (haKTe.

11. He pekomenayercs 0TBeUaTh Ha 3JIEKTPOHHBIE ITMCbMA, B KOTOPBIX OT UMeHU baHka npeiaraercs
MIPEIOCTaBUTh MEpCOHANIbHBIEC TaHHbIe. He cienyiite mo «ccbuikamy, yKa3aHHBIM B TUChbMax (BKIIIOUast
CCBUIKHM Ha CAUT KPeIUTHOW OpraHU3aliM), T.K. OHU MOTYT BECTH Ha CalThI-IBOMHUKHU.

12. B nensax uHQOPMAIMOHHOTO B3aUMOJIEHCTBUSL ¢ BaHKOM pEeKOMEHIYeTCsl UCIOJIb30BaTh TOJIBKO
PEKBU3UTHI CPEACTB CBA3M (MOOWJIBHBIX M CTallMOHAPHBIX TeNe(OHOB, (PaKCOB, MHTEPAKTHBHBIX
webcalToB/opTaJioB, OOBIYHOM M 3JEKTPOHHOW MOYTHI W IIp.), KOTOpHIE yKa3aHbl B JOKYMEHTaX,
MOJTy4eHHBIX HerocpeacTBeHHO B oucax AO bank «Pa3zputue-Croauiay.

13. IlomuuTe, uto B ciyyae packpbitus [IMH, HoMepa miaTexHON KapThl, MEPCOHAIBHBIX JAHHBIX,
yTpaThl MJIATEKHOM KapThl CYHIECTBYET PUCK COBEPILEHHUS HEIMPABOMEPHBIX JEUCTBUN C JCHEKHBIMU
CpeICTBaMHU Ha BalleM OaHKOBCKOM CHYETE CO CTOPOHBI TPEThUX Jull. B ciiydae ecnum umerorcs
npennoynioxkenuss o packpeitun  [IMH, HoOMmMepa mnnaTexHOM KapThl, NEPCOHANBHBIX JaHHBIX,
MO3BOJISIIOIIMX COBEPIINTh HEMPABOMEPHBIE JIEHCTBUS C BAalllUM OAHKOBCKUM CYETOM, a TaKXke, ecliu
IIaTe)KHas KapTa Obula yTpaueHa, He00X0AMMO HEMEJICHHO 00paTUThCs B 0aHK Wik KOHTaKT-IIeHTp U
ClIeIoBaTh yKa3aHUSIM COTpyAHHUKa. JJo MOMeHTa oOparieHusi B 0aHK Bbl HECETE PHUCK, CBS3aHHBIN C
HECaHKIMOHUPOBAHHBIM CIHCAHMEM JCHEKHBIX CPEJCTB C Baiero OaHkoBckoro cyera. CoriacHo
ycnoBusim  «lIpaBun Bblllycka M OOCITY)KMBAaHHUS MEXAYHApOAHBIX IaTekHbix KapT AQO bank
«PazButue-Cronunay st GU3NYECKUX JIMI» IEHEKHBIE CPECTBA, CIICAHHbBIE C BAlIeT0 0AHKOBCKOTO
cyeTa B pe3y/ibTaTe HeCAaHKIIMOHUPOBAHHOTO HCIIONIb30BaHMS Ballel IIIATEKHON KapThl 1O MOMEHTA
yBeIOMJICHHS 00 3TOM OaHKa, HE BO3MEIAIOTCS.

14. Coxpanstiite yeku B TeueHue 60 KajleHAapHBIX JHEN JJI CAMOCTOATENBHOIO KOHTPOJIS pacXOd0B:
IIPpU IMOJIYYCHHUHU BBIIIUCKHU BBl CMOKETC CBEPUTH CIIMCAHHBIC CYMMBI C BAllIMMU PCAJIbHBIMH IMOKYIIKAMHU.
Taxke Bpl 00s3aHBl UMX NpeNoOCTaBUTh B TeueHHe 3 1Hed mno TpeOoBaHuio baHka B 1emsix
YPETYJIMPOBAHUS CIIOPHBIX BOIIPOCOB.

15. HekoTopsle TOProBele TOUKU (HApUMeEp, TOCTHHHULIBL, TyHKTHI IPOKaTa aBTOMOOMJICH) B KauecTBe
rapaHTUU IUIaTeXECOCOOHOCTH KIIMEHTa 10 (PAKTUYECKOT0 OKa3aHUs yCIyT OJOKUPYIOT HEOOXOAUMYIO
CyMMYy Ha cYeTe KapThl, KaK MpHU MpoBeaeHUH oruiaThl. OKOHYATEIhHO CyMMa CIHCHIBACTCS CO cueTa
TOJBKO TOCNE OKa3aHus yciuyr. Ecim ycmyra He Obula okasaHa - cymMMa OyIeT aBTOMAaTHYECKH
pa30JI0KHpOBaHa.

Pexomenganuu IIPpH COBEPLICHUHA onepauuﬁ C IJIATEKHOH KapTOﬁ B 0aHKOMAaTe

1. OcymiecTBisiiTe onepanuy ¢ UCMOIb30BaHUEM 0AHKOMATOB, YCTAHOBJIEHHBIX B 0€30IaCHBIX MECTax
(HampuMep, B TOCYAAPCTBEHHBIX YUPEXKIEHUSX, MOJPa3/IeieHUusAX OaHKOB, KPYMHBIX TOPTrOBBIX
KOMIUIEKCaX, TOCTUHHIIAX, a3pONOPTax U T.IL.).

2. He ucnone3yiiTe ycrpoiictBa, kotopblie TpeOyioT BBoga IIMH mnst goctyma B momemieHue, riae
pacroyio’keH OaHKOMAT.

3.B cJIydac eCiin MOOJIN30CTH OT OaHKOMaTa HaxXoOdaTCd MOCTOPOHHUC JIMIIAd, CICAYCT BLI6paTL Oonee
MoAXOAAICE BpEMA IJIA UCITIOJIB30BaAHUA OaHKOMaTa U BOCIIOJIb30BaThC APpyrum 0OaHKOMAaTOM.

4. Tlepen ucnonb30BaHUEM OaHKOMaTa OCMOTPHUTE €0 Ha HaJUYME JTOTOJIHHUTENbHBIX YCTPOUCTB, HE
COOTBETCTBYIOIIUX €0 KOHCTPYKLIMU U PacloiokeHHbIX B MecTe Habopa [IMH u B mecte (mpopesb),



[Mpunoxenne 4 mpemHa3HAYCHHOM JUIs TpHEMa KapT (HampuMmep, HAIMYHE HEPOBHO YCTAaHOBJICHHAS
kiaBuarypa Habopa [11MH). B ykazaHHOM citydae BO3Ep)KUTECHh OT UCIIOJIb30BAHHUS TAKOTO OaHKOMATa.

5. B ciydae ecnm KiIaBMaTypa WJIM MECTO JUIi IpHeMa KapT OaHKoMmaTa 00OpYZOBaHBI
JOIIOJITHUTCIBbHBIMU YCTpOfICTBaMI/I, HC COOTBCTCTBYIOIIMMHU €TO0 KOHCTPYKIHH, BO3ACPKUTCCH OT
UCIIOJIb30BAHUS IUIATE)KHOM KapThl B JaHHOM OaHKOMaTe M COOOIIMTE O CBOMX MOJO3PEHHUSX
COTpyZHUKaM OaHKa 1o TeJaeoHy, yKka3aHHOMY Ha OaHKOMATe.

6. He npumensiite ¢usmueckyio cuily, 4yToObl BCTAaBUTh IUIATEXKHYIO KapTy B Oankomar. Ecmu
IJIATEeKHAS KapTa HE BCTABIISIETCS, BO3JICPIKUTECH OT UCTIOIB30BAHUS TAKOTO OaHKOMATA.

7. Habupaiite I[IMH Ttakum 06pa3om, 4TOOBI JIFOIM, HAXOISAIINECS B HEMIOCPEICTBEHHOM OJIM30CTH, HE
cmoriu ero yBuaeTh. [Ipu Habope [IMH npukpeiBaiiTe Ki1aBuaTypy pyKomu.

8. B ciydae ecnu 6aHkoMaT paboTaeT HEKOPPEKTHO (HampuMep, 10JIroe BpeMs HaXOAUTCS B PEXUME
OKUJIaHUS, CAMOINPOM3BOJIBHO Iepe3arpy’kaercs), CJIEAYyeT OTKa3aTbCs OT MCIOJIBb30BaHHUS TaKOIo
0aHKoMaTa, OTMEHUTh TEKYIIYIO ONEpaLUIo, HA’KaB Ha KJIaBUAaType KHONKY «OTMEHa», U JA0XKIAThCs
BO3BpPATa ILNIATEKHOU KapTBhI.

9. Ilocne mony4YeHHs] HAJTWYHBIX JCHEKHBIX CPEACTB B OAaHKOMATE CIIEAyeT MEpPecunuTaTh OAaHKHOTHI
MOJIMCTHO, YOSIUTHCS B TOM, UTO IJIaTEKHAs KapTa Obljia BO3BpallleHa 0aHKOMAaTOM, T0XKAAThCS BbITIAYH
KBUTAHIIMU TIPH €€ 3ampoce, 3aTeM MOJIOKHUTh UX B CYMKY (KOIIENIeK, KapMaH) U TOJBKO IMOCJIE 3TOTO
OTXOJIUTH OT OaHKOMATA.

10. Cnez[yeT COXpaHATb PaACIICUATAHHBIC 0aHKOMaTOM KBUTAHIIUMU [JIA HOCJ'IGI[YIOIHeﬁ CBCPKHU
YKa3aHHBIX B HUX CYMM C BBIIIKCKOMH IT10 6aHKOBCKOMy CUCTYy.

11.He mnpucnymmuBaitech K COBETaM TPETbUX JMI, a TaK)K€ HE IPUHUMANTE HX MOMOLIb IIPH
IIPOBE/ICHUY OIepalHii ¢ MIaTeKHON KapToil B GaHKOMaTax.

12. Ecnu nipu MpoOBEJCHUU OTepalMii ¢ IUIATeXKHONW KapToi B OaHKOMaTe OaHKOMAT HE BO3BpAIlacT
IJIATEKHYIO KapTy, CIEYeT, He OTXOs OT 0aHKOMATa, CBSI3aThCs MO TenedOHY CO CIYKO00M KITMEHTCKON
nonnepkku  (Konrakt-LlenTp) banka, onucath CHOXKHUBIIYIOCS CHTYallMl0O M OCYIIECTBUTH
OIOKMpOBaHUE TJIATEKHOM KapThl, a €ClU Omepalus MPOBOIWIACE B OaHKOMAaTe MHOW KpEeTUTHOU
OpraHM3alfi, TO HEOOXOIMMO TaKXe TMO3BOHHTh B KPEIUTHYIO OpraHu3alui0 1o TenedoHy,
yKa3aHHOMY Ha 0aHKOMate, U 0OBSICHUTH OOCTOSITEILCTBA TIPOU3OIIEIIIIETO.

13. BHuMaTenbHO 4MTalTe COOOIIEHHS Ha SKpaHe OaHKOMAara - CTOPOHHME OaHKM MOTYT B3UMAaTh
JIOTIOJTHATEIbHBIE KOMUCCHH.

PexoMeHIauM NP UCTOIb30BAHUM IUIATEKHON KAPTHI /15l 6e3HAJTHYHOI ONJIATHI TOBAPOB U
yCayr

1. He HCHOJ’I]&BYﬁTG IIATCIKHBIC KAPThI B OpraHU3alUAX TOPIrOBJIUM U YCIIYT', HC BbI3BIBAIOIIUX TOBCPUA.

2. TpebyiiTe mpoBeAeHHs ONEpaIlK C UCIOIh30BaHMUEM KapThl B BalieM MpucyTcTBUU. CTapaiiTech He
JIOTYCKaTh MCUE3HOBEHUS KapThI U3 MO 3PEHUS JaXKe Ha HE3HAYUTEIbHOE BpeMs. DTO HEOOXOANMO B
LEJSAX CHMXKEHMSI pUCKa HETPAaBOMEPHOTO MOJyuYeHHs] Bammx nepcoHalbHBIX JTAHHBIX, YKA3aHHBIX Ha
TJIATEKHOM KapTe.

3. Ilpu ucnonb30BaHUM TUIATEKHOW KapThl JIJISl OIUIAThl TOBAPOB U YCIYT KacCHp MOXKET MOTpeOoBaTh
OT BJIAJENbIa MJIATEKHOW KapThl MPEAOCTaBUTh MACIOPT, moanucars 4yek i Beectu [IMH. Ilepen
Habopom [IMH crnenyeT yoenuThCsi B TOM, UTO JIFOIH, HAXOIAIIMECS B HETIOCPEICTBEHHOW OJIM30CTH, HE
CMOTyT ero yBuzeTh. Ilepen Tem kak moamnucaTh Y€K, B 00S3aTEIILHOM IOPSIIKE MPOBEPHTE CYMMY,
YKa3aHHYIO Ha 4YeKe.



4. B ciyyae eciid NpH MOMBITKE OIJIATHI MJIATEKHOW KapTOM MMella MECTO "HeychnenrHas'" onepanus,
CJICAYCT COXPAaHUTh OJUH 3K3CMIUIAP BBIAAHHOTO TCPMUHAJIOM YCKa JIA HOCHGI[YIOIJ_Ieﬁ IMPOBCPKH HaA
OTCYTCTBHE YKa3aHHOH OIEpaliy B BBHITUCKE MO0 OAHKOBCKOMY CUETY.

5. He 3a0yapTe 3a0paTh KapTy MOCIE IPOBEIACHHS Onepamnuu. Y 0eIUTeCh B TOM, YTO 3TO UMEHHO BaIla
KapTa.

6. Eciu BbI penniv 0TKa3aThCsl OT MOKYIKU - BEPHUTE MOKYIKY B Mara3uH, NpeabsBUTE TOKYMEHT,
YIOCTOBEPSIOLINI JIMYHOCTh, YEK U KapTy, C MOMOIIbIO KOTOPO# ObLIa coBeplieHa mokynka. Kaccup
BBITIOJTHUT OIEpalli0 BO3BpaTa, U JACHbIM OyAyT BO3BpallleHbl Ha cueT KapTbhl. CymMma MOKYIKU
HAJIMYHBIMU HE BO3BpAaIllaeTCsl.

7. B ciydae ecny npH MONBITKE OIUIAThl IUIATEKHOW KapTOW MMENla MECTO HEYCIEIIHas olepaius,
CJIEAyeT COXPaHWUTh OAMH SK3EMIUIAP BBIJIAHHOTO TEPMHUHAJIOM 4e€Ka JUIsl MOCIIEIYIOIIEro KOHTPOJISA
OTCYTCTBHSI YKa3aHHOH OIepaliiy B BBIITUCKE 110 OAHKOBCKOMY CHUETY.

Mepbl 0e30macHOCTH IPpH COBEPIICHUHA onepaum”l qyepes CeTh I/IHTepHeT

1. He wucnone3yiite IIMH npum 3aka3e ToBapoB M yciayr uepe3 cerb MHTepHeT, a Takxke IO
tenedony/dpakcy.

2. He cooOmmaiite nepcoHanbHbIC JaHHBIC WM UHPOpMaILUIO 0 0AaHKOBCKOM(OM) KapTe (cuere) dyepe3
cetb Uutepuer, Hanpumep, [IMH, maponu noctyna K pecypcam OaHKa, CPOK JCHCTBUS ILIATSKHON
KapThI, yCTAHOBJICHHBIC TUMUTBI, HICTOPHIO OTNIEPAIIHiA, TICPCOHAIILHBIC TaHHBIC.

3. C uenpio npeaoTBpallieHus] HEIPABOMEPHBIX JIEHCTBUMN MO CHITHIO BCEM CyMMBI IEHEKHbBIX CPE/CTB
¢ 6aHKOBCKOTO CUeTa PeKOMEH TyeTCs JJIsl OTIATHI MTOKYIIOK B ceTH MIHTEpHET HCIONIb30BaTh OTACIHHYIO
IUIATEKHYIO KapTy, MONOJHSAA €€ HEIIOCPEICTBEHHO NIEPE]] OIIaTOM.

4. CrnenyeT mHONB30BaThCS WHTEPHET-CAiTAMHM TOJIBKO H3BECTHBIX M IMPOBEPEHHBIX OpTraHU3alUN
TOPTOBJIN U YCIIYT.

5. O6s13aTenpHO yOeauTeCh B MPABMIIBHOCTH aIpECOB MHTEPHET-CAUTOB, K KOTOPBIM TOJIKJIFOYAETECh U
Ha KOTOPBIX COOMPAETECh COBEPIIUTH MOKYIKH, T.K. TOXOXHE aJpeca MOTYT HCIOIb30BATHCS ISt
OCYUIECTBJIEHUSI HENTPABOMEPHBIX ACHCTBU.

6. PekomeHnyeTcsi coBepliaTh MOKYINKH TOJBKO CO CBOETO KOMIBIOTEpAa B LEISAX COXPAaHEHHS
KOH(PHUACHIIMAIIBHOCTY TTEPCOHAIIBHBIX TAHHBIX M MH(POPMAIIMK O OaHKOBCKOM(OM) KapTe (cueTe).

7. YcTaHOBUTE Ha CBOM KOMIBIOTEp JHUIEH3MOHHOE AHTUBUPYCHOE MPOTpaMMHOE OOecCreyeHHe U
PEryJIIpHO MPOU3BOJIUTE €r0 OOHOBJIEHNE U OOHOBJIEHHE APYTUX HUCIIOJIb3YEMBIX BaMH MPOIPaMMHBIX
MIPOJIYKTOB (ONEPAMOHHOW CHCTEMbI M MPUKIAAHBIX MPOrpaMM), 3TO MOXET BaM 3aIlIUTUTHCA OT
IIPOHUKHOBEHUS BPEAOHOCHOTO POTPAaMMHOT0 00ecreueHus..

Mepsbi 6e3onacHocTH 3a npenenamu Poccuiickoii denepanun

1. [Tpy ncnonbp30BaHNUU KapThl B CTPaHax MOBBIIIEHHOTO pUCKa OyabTe 0COOEHHO BHUMATEIbHBI -
MOJIb3yHTeCh GAaHKOMATaMH B OTAENCHHUSIX OAaHKOB MJIM TOCTHHUIIAX, a TIOKYIIKH COBEPILIANTE B KPYITHBIX
WM NIPECTHIKHBIX MarasuHax.

2. [Io cratucTuke, HAKOIUIGHHOM  MEXIYHAapOAHBIMH  IUJIATEKHBIMH  CHUCTEMaMH, K
BBICOKOPHCKOBBIM cTpaHaM oTHocsatcs: Taunana, Oununnunel, Cunramnyp, Wpak, Upan, Cupus,
W3paunb, HekoTopsle Tocynapersa HOxnoit u LlentpansHoit Amepuku (Kyba, Mekcuka, bpasmnus,
Aprentuna, [lepy, Yunu, Benecysna u np.), EBponsl (Anbanus, Anaoppa, YKpauHa U Jip.), a Takxke
ctpanbl Adpuku (Aurona, Hurepus, HamuOus, 3aup, 3um6a0Be u ap.).



3. He 3a0pIBaiiTe, 4TO PUCK CYIIECTBYET B JIFOOOW CTpaHe, MOITOMY, MPEXAEC BCEro, OyabTe
BHUMATEJHHBI TIPU HCIIOIB30BAaHUU KapTHI.

I1. Mepnl 0e3onacHocTH npu padore B UHTepHeT-0aHK 11t GU3NMYECKUX JIMI

1. Jns Bxona B MHTepHeT-0aHK HEOOXOJMMO BBECTH TOJIBKO JIOTMH U maposib. He cooOmraiite
HUKOMY CBOH JIOTHH U TIapoJib A0cTyna K UHTepHeT-0aHKY.

2. Hcnonb3yiiTe TOMBKO JOBEPEHHBIE KOMIIBIOTEPHl €  JIMIEH3HMOHHBIM  IPOTrPaMMHBIM
obecrieuenueM. IIpoBepsiiTe CBOM yCTpoWCTBa Ha BHUPYCHL. PerynspHo OOHOBISHTE MPOrpaMMHOE
obecrieyeHue.

3. [TpoBepwTe, 4TO BeO-aapec B aJpecHOU cTpoke HaumHaercs ¢ «httpsy. MHaue He BXOauTE B
HNHuTtepuer-6ank!

4. He cooOmraiiTe HUIKOMY CBOM NepcOHaJIbHBIE NaHHbIe, Tak ke Jlormn u Ilapons goctyma B
WuTepHer-6ank, OnHOpPa30Bble MAPOIM MOATBEPHKACHUS ONEPALMN U PEKBU3UTHI OAaHKOBCKOM KapThl.
bank He 3anpammBaeT y CBOUX KIMEHTOB YKa3aHHYIO HHpopManuio. byapre 61uTenbHbI: HE OTBEYalTe
Ha M0/100HbIE 3aIIPOCHI, 31I0YMBIIIUIEHHUKH MOT'YT IIPEJICTABUTHCS KEM YTOAHO!

5. IIpu npoBenenuun omnepanuii B MHTepHeT-0anke Ha Bam MoOwiIbHBIA TelepOH TPHUXOAAT
coobmienust ¢ OQHOPa30BBIMU CEKPETHBIMH MAPOJIIMHU JUISI OATBEpKAeHUs oneparmii B SMS u push
COOOIICHUAX, YOeOUTeCh B TOM, YTO y TOCTOPOHHUX HET JOCTyNa K YKa3aHHbIM COOOLICHHUSIM.
YcranoBuTe orpannueHue 1octymna Ha tenedon ucnons3ys [IMH-kox, rpadudeckuii K04, mapoib Win
BOCIIOJIb3YHTECH IPYrOi TEXHOJIOTMEH OTpaHUUYEHUS JOCTYIA K yCTPOUCTBY.

6. Ecin Bam npunuio SMS ¢ 0qHOpa30BbIM IapoJieM MOATBEPKACHUS IS IJ1aTeKa, KOTOPBIN BBI
HE coBepuIany, n3Bectute 0ank! Hu B koem ciydae He BBOJUTE U HUKOMY HE COOOIIAiTe MPUIIE NI
napoJib!

7. He yxaspiBaiiTe HOMEep MOOMIBHOTO TenedoHa, HAa KOTOPBIH mpuxomaT SMS ¢ pa3oBbIM
[1apoJieM, B COLIMANBHBIX CETAX U APYTUX OTKPBITHIX HCTOUHUKAX.

8. B cinyuae yrepu mMoOunbHOro TenedoHa, Ha KOTOPBIM mpuxoisatT SMS ¢ pa3oBbIM MapolieMm,
HeMmemsieHHo 3abnokupyite SIM-kapry! Ecnm Bl cMeHWiIM HoMep MoOOWIbHOro TenedoHa —
00s13aTeNIbHO COOOIIUTE B OAHK.

9. Ecnu BaM npunuio yBegpomieHue o 0gokupoBke SIM-kapThl - HEMEUIEHHO cOO0IUTE B OaHK
111 OJIOKMPOBKH JlocTyma B IHTepHeT-0aHK!

10. 3anumuTe KOHTAaKTHBIN TenedoH Oanka. Ecnm Bac mpocsT cBs3aThCs ¢ OAHKOM MO JAPYTOMY
HOMEPY, 3TO MOXKET O3HAYATh MOIBITKY MOIIIEHHUYECTBA.

11. VYcranaBiuBaiiTe MOOUJIbHBIE MIPHIIOKCHUS TOJIBKO 3
App Store u Google Play (paspabotuuk - Center of Financial Technologies).

I11. Mepb1 6e3onacHocT npu padore B UHTepHeT-0aHK I IOPMAMYECKHUX JIHMI]

1. Xpanute Hocutenn kimouedt (cmapr-wioud, USB-gumem, CD) B mecTe, HEIOCTYIHOM
IIOCTOPOHHUM JHMIAaM. VICKItounTe XpaHEHHE KIIIOUeH Ha >KECTKOM JMCKE, B CETEBBIX Karajorax M
MPOYMX OOIIETOCTYIHBIX Pecypcax, MO0 UCTIOIb3YHTE KPUIITO-KOHTEHHEPHI.

2. XpaHuTe B TallHE MapoJIb JOCTYNA K KIIFOUY, UCKIIFOUATE 3alIACh AP0 HA CTUKEPaX, HOCUTEISAX
KITIIOYeH U T.I., HHKOMY He COOOIIalTe Maposb 1o Tenedony, 1axe COTpyAHUKaM OaHKa.

3. [Moaxmrounte email uaun SMS/PUSH-yBenomienust 06 oTipaBke miiaTeskeil U mpu oOHapyKeHUU
MOJ03PUTEIILHBIX OlepaIiuii He3aMeITUTENHHO oOpamainTech B 0aHK!


https://apps.apple.com/us/app/%D0%B1%D1%80%D1%81-%D0%BE%D0%BD%D0%BB%D0%B0%D0%B9%D0%BD/id1474048496?l=ru&ls=1
https://play.google.com/store/apps/details?id=ru.ftc.faktura.razvitiestolica

4. Hcnonb3yiiTe BCTPOCHHBIE CPEACTBA OJOKUPOBKHM M Pa30JIOKUPOBKM MOOWIBHOTO TeiedoHa
(morun/maposs 11t Bxoaa B OC, norus/PIN-koa/oTrieuaTok naibiia).

5. Hcnonb3yiiTe TOJABKO JOBEPEHHbIE KOMIIBIOTEPBHI C JIMLEH3MOHHBIMM I[POrPaMMAaMH,
YCTAaHOBJICHHBIM AHTUBUPYCOM. PeryispHo mpoBepsiiTe KOMIIBIOTEp Ha BHUPYChl, OOHOBISNTE
OTIEpaIMOHHYIO CUCTEMY, Opay3epbl U aHTUBUPYCHBIE Oa3bl.

6. [IpoBepbTe, uTo BeO-aapec B axpecHO cTpoke HaumHaercs ¢ «https». MHaue He BXoauTe B
WNuTtepuer-6ank!

7. [Tpu paboTe ¢ 3/IEKTPOHHON MOYTONW HE OTKPBIBAWTE MUChMa, MOJYYEHHBIE OT HEU3BECTHBIX
OTIPABUTEIICH, U BIOKECHUS K HUM, HE TIEPEXOJAUTE 10 CChUIKAM M3 TAKUX MTHUCEM.

8. He wucrnone3yiiTe mpaBa aaMuHHCTpaTopa 0e3 KpaiiHel HeoOxomuMocTH. B moBceqHEBHOM
MIPaKTUKE BXOJIUTE B CUCTEMY, KaK M0OJIb30BaTelb O3 IIpaB aJMUHUCTPATOPA.

9. [Tpu pabote B IHTEpHET HE cornamaiTech Ha YCTAHOBKY JOMOIHUTEIBHBIX IPOTPAMM.

10. [To BO3MOYKHOCTH HCIIONB3YWTE BBIJCICHHBI KOMITBIOTEP TOJBKO Uit paboTel ¢ MHTEepHET-
OaHKOM.

11.  He coxpansiiTe TOTUH U Mapojb Ha OOIIEJOCTYIHBIX KOMITbIOTEpaX/TepMUHAIIAX.

12.  Xpanwute B TailiHe HOMep OaHKOBCKOW KapThl, cpok ee neictBus, CVV/CVC/batch kozbrl.

13. 3anumuTe KOHTaKTHBIA TeneoH OaHka. Eciam Bac mpocsT cBs3aThCs ¢ OAHKOM TIO JPYTrOMY

HOMEPY, 5TO MOXKCET 03HAYATh ITOIBITKY MOIICHHNYCCTBA.

14.  Ecnu Bam npunuio SMS ¢ 01HOPa30BbIM MAPOJIEM MTOITBEPKACHUS IS IJ1aTeXka, KOTOPBIH BbI
HE coBepuIany, n3Bectute 0ank! Hu B koem ciydae He BBOJUTE U HUKOMY HE COOOIIAiTe MPUIIE NI
aposib!

15. YcTanaBnuBanTe MOOUJILHBIE MMPHUIIOKCHUA TOJBKO nu3
App Store u Google Play (pa3pabotuuk - Center of Financial Technologies).


https://apps.apple.com/us/app/%D0%B1%D1%80%D1%81-%D0%BE%D0%BD%D0%BB%D0%B0%D0%B9%D0%BD/id1474048496?l=ru&ls=1
https://play.google.com/store/apps/details?id=ru.ftc.faktura.razvitiestolica

